
 

 

 
 

Proofpoint 
What is Proofpoint? 
 
Proofpoint protects organisations from advanced threats and data loss with the industry’s most 
robust email security platform. Proofpoint is an all-in-one email security solution. It offers email 
protection at the gateway, which stops threats from entering our network. It also offers Email 
Continuity, Management, and Encryption. Proofpoint is designed to protect Office 365, Google 
Workspace, and on-premises email servers such as Exchange. 
 
Proofpoint is a tool to assist with our IT security, but is NOT a substitute for staff vigilance! 

 
How does Proofpoint work? 
 

 Proofpoint blocks spam, phishing, and viruses from reaching our inboxes.  We can customise 
our settings to block and un-block specific emails.   

 Proofpoint will send us an email known as a “Digest” (see below) which will contain a list of 
emails blocked by Proofpoint and offer the option of releasing these emails and/or senders 
that we do not consider to be a threat.   

 Proofpoint will also locate URLs (Uniform Resource locator “Location link”) in your emails and 
add a prefix that will allow Proofpoint to check the URL before it opens it in a web browser. 

 Proofpoint also allows colleague to send encrypted emails as outlined later in this document. 
 
How to use Proofpoint 
 

Emails from External Sources 
Proofpoint marks email from external senders within the subject line [Caution External 
Sender]. This does not necessarily mean that the email is malicious, it is only to warn and 
highlight to us that we should be extra vigilant as to the authenticity of the email, and to apply 
caution before opening it.   
Do not click on links or open attachments in messages with which you are unfamiliar.  All 
email originating from outside the organisation will be tagged with this message. 
 
Quarantine Digest 
An example of the Proofpoint Digest is below followed by explanations of the terms: 

*Example of the Digest message 



 

 

 
 

 
Quarantine Digest Options 
 

 
If an error is received explaining you are unable to release an email, the system may 
have categorised it as a “PHISH” attempt.   
 
“Phishing is a type of social engineering where an attacker sends a fraudulent 
("spoofed") message designed to trick a human victim into revealing sensitive 
information to the attacker or to deploy malicious software on the victim's 
infrastructure like ransomware.” 
 
If a Phishing email is received and blocked, an IT admin would be required to release 
the email after investigating its authenticity and purpose.  Please contact The 
Connexional team IT support desk with the details of the message for investigation 
and possible release.   
 
The Connexional IT support desk is only available during normal work hours:  
Monday – Friday, 8am to 5pm. 
 

Reporting an email as Spam 
 
When we receive an email from an external source, you will be given a link at the bottom of the email 
to report it as Spam 
 

 
 
If you believe an email you received is Spam, click the “Click here” link at the bottom (footer) of the 
email, and this will take you to the Proofpoint web page where a message will inform you that it has 
been reported. This will update the Proofpoint Spam database. 

  

Preview Allows us to preview a message that was 
quarantined. 

Release Email Allows us to release a specific email from a sender 
one time.  This release function does not update the 
Proofpoint spam learning engine and does not 
create any rules in relation to the sender. 

Release & Approve Allows us to release the desired message 
immediately and informs Proofpoint to create a 
“Safe Sender” rule dynamically. The rule created 
ensures any further emails from the said sender will 
not be qualified as Spam in the future.  It further 
helps the Proofpoint engine learn that this sender is 
not a spammer and updates its understanding for 
the entire organisation. 

Block Adds the sender to the blocked sender list to ensure 
these messages are blocked regardless of content 
in the future. 

Request New Digest Requests the latest version of the digest to be 
delivered to your inbox. 



 

 

 
 
Encrypting emails via Proofpoint 
 
In order to send encrypted emails, we can either click the “Send Securely” button within Outlook 
(distributed shorty)  
 

 
 
Or, enter [Secure] in the subject line of the email followed by the subject of the email.   
 
Subject: [Secure] Test mail 3 
 
This will trigger Proofpoint to automatically encrypt the email. 
 
With either option, the recipient will receive an email from Proofpoint on behalf of the sender as 
shown below: 
 

 
 
The recipient will then be required to click the “View Encrypted Email” button, where they will be taken 
to a web page and asked to create a Proofpoint account if they have not already done so.   
 
Please note that the account email address must correspond to the same email address the email 
has been sent to. Once the account setup has been completed, the Proofpoint inbox appears in a web 
browser and enables the recipient to view the email and respond to it securely. 
 


